A highly collision-resistive RFID system multiplexes communications between thousands of tags and a single reader in combination with time-domain multiplexing code division multiple access (TD-CDMA), CRC error detection, and re-transmission for error recovery. The collision probability due to a random selection of CDMA codes and TDMA channels bounds the number of IDs successfully transmitted to a reader during a limited time frame. However, theoretical analysis showed that the re-transmission greatly reduced the collision probability and that an ID error rate of 2.5 × 10 −9 could be achieved when 1, 000 ID tags responded within a time frame of 400 msec in ideal communication channels. The proposed collision-resistive communication scheme for a thousand multiplexed channels was modeled on a discrete-time digital expression and an FPGA-based emulator was built to evaluate a practical ID error rate under the presence of background noise in communication channels. To achieve simple anti-noise communication in a multiple-response RFID system, as well as unurged re-transmission of ID data, adjusting of correlator thresholds provides a significant improvement to the error rate. Thus, the proposed scheme does not require a reader to request ID transmission to erroneously responding tags. A reader also can lower noise influence by using correlator thresholds, since the scheme multiplexes IDs by CDMA-based communication. The effectiveness of the re-transmission was confirmed experimentally even in noisy channels, and the ID error rate derived from the emulation was 1.9 × 10 −5 . The emulation was useful for deriving an optimum set of RFID system parameters to be used in the design of mixed analog and digital integrated circuits for RFID communication.
Introduction
With the rapid progress of information technology, the need for automatic individual identification is increasing. The system of radio frequency identification (RFID) [1] is attracting world-wide attention and bringing rapid market growth, since it stands to replace the commonly used barcode system [2] .
In this paper, we report a highly collision resistive RFID system [3] that can recognize up to a thousand transponders in 400 msec, featuring impulse-based modulation [4] , anti-collision, error correction, and re-transmission and the ability to communicate in a noisy background. We have previously reported the design of RF front-end circuitry for a reader and a transponder [5] . Low power con- † † The author is with the Department of Computer and Systems Engineering, Kobe University, Kobe-shi, 657-8501 Japan.
† † † The author is with AIL Co., Ltd., Tokyo, 164-0012 Japan. a) E-mail: fukumizu@m.ieice.org DOI: 10.1093/ietfec/e89-a.2.408 sumption should be achieved in a transponder [6] , since it induces power from the surrounding electro-magnetic field [7] , and the implementation area needs to be small so as not to disturb items on which it is installed. While power consumption and core area must be minimized [8] , transponders are also required to be highly collision resistive to achieve more than a thousand (1k) simultaneous readings. This paper is organized as follows. Section 2 describes an overview of our target RFID system, and Sect. 3 explains the proposed communication protocol that enables multiplexing of more than 1k tags. Section 4 describes an emulation system for evaluating communication robustness against background channel noise, followed by evaluation results in Sect. 5. Section 6 gives our conclusion.
System Architecture
An RFID system consists of transponders and a reader as shown in Fig. 1 . Tags incorporating a transponder are installed on each item to be identified, and they begin to respond whenever they enter the interrogation zone of a reader, which identifies each ID number sent by transponders. For battery-less operation of the transponders, power is supplied through inductive coupling from the reader [9] . ID data stored in the built-in ROM of a transponder is then multiplexed, modulated, and transmitted out via the antenna [10] . The reader demodulates, demultiplexes, and validates received signals, then stores ID data into a database system.
The proposed sequence of identification between a reader and a transponder is shown in Fig. 2 . An overview of the communication sequence is given below:
(i) The reader transmits a continuous power wave in an interrogation zone. Transponders start to charge their capacitors and turns on communication circuits when they enter the interrogation zone. (ii) The reader requires synchronization by transmitting a one-cycle wave whose phase is shifted 180
• against the power wave to signify its timing. Each transponder invokes built-in randomizing mechanisms to choose a channel after the synchronization. (iii) Transponders then start to transmit their ID stored in their ROM. The ID data are spread, modulated for passband [11] , then transmitted out via an antenna on the basis of TD-CDMA. After all ID bits are transmitted, the transponder subsequently transmits a CRC errorchecking code.
The reader receives a series of transmitted bits. They are demodulated, digitized, and despread. Then, the received data is stored in the reader's memory. (iv) The reader extracts a CRC code from the series of bits and checks the data's validity. The verified data is then stored in a memory of a computer.
Fundamentally, the scheme is realized by contact-less power transmission, timing synchronization, and passband modulation, which are convolved with a carrier sinusoid of 13.56 MHz transmitted from a reader. We had previously proposed an RF front-end circuitry of TX and RX [5] that realized the transponder-reader coupling and demonstrated that the fundamental radio connection was applicable to an RFID system. Figure 3 depicts the relationship of waveforms in which (a) shows communication in an ideal noiseless channel and (b) shows it in an actual noisy channel. As the graphs indicate, there are four main factors that lower the quality of communication.
(1) The amplitude of a power transmission wave varies due to channel noise. This results in (2) the jitter of zerocross timing of the power transmission waveform and, consequently, that of modulation timing in a transponder. (3) The amplitude of a transponder response varies due to chan- nel noise as well as power degradation of (1), because the strength of a response depends on the amount of charge in a transponder rectified from the received power wave [12] . These three factors mainly originate from the Gaussian white noise in a communication channel, which has to be considered when evaluating communication quality in a realistic environment. The last factor, (4) amplitude suppression during synchronization, is caused by collision with reflective radiated waves and increases uncertainty in a synchronization. However, the reflective radiation of the power wave can be minimized by matching impedances between a waveform generator and an antenna.
As stated above, waveform degradation of the communication system is mainly caused by Gaussian channel noise. However, it is difficult to simulate parameters of multiple communication, since the total number of responses from transponders to be multiplexed may reach a thousand. Simulating such behavior requires enormous computing resources and simulating time [13] . Therefore, developing an emulator for the proposed communication scheme could be a more efficient alternative [14] . Using the emulation, we can assess RFID system parameters in a noisy background and derive the optimum parameters in a real environment [15] . Details of the communication scheme and evaluation by an emulator that behaviorally models communication channels in a digital domain will be compared with a theoretical analysis in the following sections.
Proposed RFID Communication Scheme

Anti-Collision Mechanism for Multiplexed Communication
When there are multiple transponders within the interrogation zone of a reader, all the transponders will respond to the reader. This causes loss of information due to mutual interference among communication channels. An anticollision mechanism is therefore necessary to realize multiple accesses. Direct sequence code division multiple access (DS-CDMA) has the advantages of low mutual interference between multiplexed signals and highly efficient spectrum usage over traditional multiple-access schemes such as frequency division multiple access (FDMA) or time division multiple access (TDMA). The proposed communication scheme combines CDMA with TDMA as shown in Fig. 4 in order to achieve low power dissipation as well as small area consumption.
The channels are discriminated by spread codes in a DS-CDMA system, which requires a lot of unique codes assigned to a channel and occupied by a transponder. Here, it is necessary to eliminate the negotiation process in assigning a spread code to each channel, since exchanging code-channel assignment information between a reader and a responding transponder consumes a large amount of time and also increases power consumption as well as implementation area. Hence, random selection of the code for a transponder is one possible approach to solving these problems.
If the number of spread codes and the number of channels in a DS-CDMA system are n and r, respectively, they must satisfy r n. In general, considering a random selection of r from n codes, the probability that more than one channel repeatedly chooses an identical code, namely collision probability, is
where the number of transponders is ξ, n C r gives the number of combinations of r out of n, and n H r gives repeated combinations of r out of n.
For example, when the number of channels r is 1, 024, and that of code n is greater than 1.00 × 10 7 , the collision probability P r is less than 0.1. Thus, it can be simply estimated that more than 10 million spread codes are needed to realize 1, 000 CDMA channels with low collision probability through random code selection. Moreover, since each spread code must be orthogonal in the CDMA scheme, the bit length of an orthogonal code becomes much larger than that of a non-orthogonal code. Hence, the CDMA scheme needs more than 10 Mbit per code to realize the capability to identify 1, 000 transponders simultaneously, and this requires an enormous amount of communication time.
On the other hand, TD-CDMA, a combination of CDMA and TDMA, can reduce the length of spread codes. The probability where more than one transponder shares a single CDMA code can be expressed in TD-CDMA as:
where the collision probability of TDMA channel selection is shown as P t (ξ, x). The number of transponders and the number of time slots are ξ and x, respectively. Equation (2) shows that the collision probability of TD-CDMA is less than that of DS-CDMA or TDMA, except when either P r (ξ, n, r) or P t (ξ, x) is approximately 1 where a ratio of r to n or that of x to ξ is not sufficiently small, respectively. For example, P r (ξ, n, r) approaches 1 when the number of channels r becomes greater than 64 while the number of codes n is 1, 024. Table 1 provides a comparison of parameters in terms of collision probability. It shows that both full-CDMA and full-TDMA require much longer communication time in order to lower the collision probability, since the number of codes in CDMA or that of channels in TDMA must be significantly large. Here, the optimum set of Table 1 Comparison of RFID system parameters theoretically derived.
TD-CDMA system parameters should be carefully derived. Possible solutions are given in Table 1 , in which an RFID system can achieve sufficiently low ID error rates in a required time frame, as will be discussed detailedly in another section.
Re-Transmission and Error-Correction
To simplify the transmission scheme as much as possible, in our TD-CDMA actualization a transponder randomly decides channel parameters such as a spread code and a timedomain slot. However, it is still possible that two or more transponders share the same spread code as well as time slot, where the responses are mixed and lost even if the collision probability of P c (n, r, ξ, x) given by Eq. (2) is less than 0.01. Therefore, the transponder repeats transmission of ID information as long as the power is provided. Channel selection is randomized in each re-transmission. Finally, a reader can receive ID information with small collision probability. When the transmission repeated for k times with a change in the spread code and time slot for every trial, the collision probability becomes
A reader will discard incorrect identification numbers on recognition of transmission errors. Error-detecting code is used for this purpose. An error-detecting system consists of an encoder that incorporates redundant codes into the information on sending and a decoder that evaluates the redundant codes and validates the received information. When it is found to be erroneous, the received ID information will simply be discarded. This means that the decoder on the receiver side does not correct received data; it will be achieved correctly only by re-transmission.
The proposed system uses the cyclic redundancy check (CRC) procedure, since it gives a reliable checksum and it is easy to actualize its encoder in a piece of hardware. In the CRC error-detecting scheme, if received CRC code is erroneously propagated, and the code becomes equal to CRC code calculated from incorrect data, CRC cannot detect erroneous data. The probability that CRC fails to detect an error is given as P e = 2 −n , where the length of the CRC checksum is n-bits. The efficiency can be enhanced by increasing the length of the CRC value; meanwhile, this also increases the encoder size, its power dissipation, and the time frame of communication. Here, the probability encountering incorrect data P n is equal to 2 −16 · P c (n, r, ξ, x) = 1.526 × 10 −5 · P r (ξ, n, r) · P t (ξ, x), when the length of the CRC checksum is chosen as 16 bits. This probability becomes less than 10 −6 if we let P c (n, r, ξ, x) 0.1. Hence, the CRC scheme in which the length of codes is 16 bits is acceptable, considering a trade-off between error rate and the time frame needed to transmit entire code bits.
Communication Time Frame
The time frame for transmitting a whole identification number, t TX is equal to
where l i , l c , and n are the lengths of the identification number, the CRC checksum, and the spreading code, respectively, and the number of time slot is x. It is assumed that the area of the interrogation zone supported by a reader is equal to 1 m 2 , thus transmission should be completed in less than 400 msec if it is applied with a belt conveyor that typically moves at 2.5 m/s. Data transmission is continuously repeated to lower the probability of data loss according to the proposed error recovery scheme given in Sect. 3.2.
Because the number of re-transmissions k dominate P(n, r, ξ, x) given by Eq. (3), it is efficient to increase k. However, under the boundary condition of the maximum allowable time frame of τ = 400 msec, the increase of k forces a reduction of x, which enlarges P r as well as P t . The TD-CDMA system parameters that allow at least four re-transmissions while keeping P r and P t sufficiently small are summarized in Table 1 . In those two sets of parameters, communication can be completed in 400 msec, where l i = 128, l c = 16, and ξ = r · x = 1, 024. Taking into account a trade-off between the time frame and the number of re-transmissions, the spread code length of 16 bits is again at the optimum.
The minimum possibility of encountering data loss is approximately 2.53 × 10 −9 , where the length of the spread code (n), the number of CDMA channels (r) and of timedomain channel (x), and the number of re-transmissions (k) are 16, 4, 256, and 9, respectively. Thus, on average less than one item will be lost during identification of a billion transponders in more than nine re-transmissions, and this is sufficient for actual use.
Emulation System for RFID Multiplexed Communication
Emulator Architecture
We have realized an emulation system for the proposed communication scheme that employs a field-programmable gate array (FPGA) to prove the theoretical analysis and to evaluate actual system performance under the existence of background noise among channels. Figure 5 shows a block diagram of the emulation system. It consists of two FPGA boards with USB I/O ports as shown in Fig. 6 , in which one emulates thousand transponder responses, while the other emulates despreading of a receiver. Since they are connected digitally, a pseudo communication channel with environmental noise can be modeled in a digital expression. The board on the transponder side is provided with all ID patterns from a PC via USB connection, while the one on the receiver side outputs correlation results to a PC, also via USB. On the other hand, the output port of the transponder FPGA is directly connected to the input port of the receiver FPGA. Figure 7 shows a block diagram of the designed reader circuit in the emulation system. Since the number of spread codes in the proposed scheme is 16 in the optimum case as shown in the Table 1 , there are 16 correlators that correspond to each of the spread codes. The correlator derives a correlation value by multiplying the received signal with the spread code and records it into 512 10-bit TDMA channel registers in a first-in-first-out (FIFO) manner. Since the length of spread code is 16 bits, each correlation value corresponding to each of the 512 TDMA slots is accumulated 16 times. For each spread code, the 10-bit output from the register corresponds to the likelihood of received bit information. A built-in comparator of 10-bit resolution decides whether a received bit is "1" or "0" using a positive or a negative threshold, respectively, which can be adjusted in response to the channel condition. Despread data is stored into the built-in RAM of a reader emulator, and is then transferred to a computer during the re-transmitting operation. Since CRC error detection needs a large amount of working RAM space, we implemented the CRC error-detection function on a computer, where demodulated IDs are validated with the CRC after being transferred. The reader emulator discards the despread ID code whenever at least one ID bit fails to be correlated. Figure 8 shows a block diagram of a transponder unit, which modulates 128-bit ID data with randomly chosen time-domain channel and spread code, then outputs a modulated signal. The ID is also split into 16-bit data and fed into the pseudo random sequence generator (PRSG) as a random seed. In order to emulate responses from a thousand transponders, modulated outputs of respective units are virtually combined and handed to a reader emulation module through channel emulation. This emulation module virtually incorporates a thousand units, and the ID of each unit is configured in a data bus stored on a PC and provided via USB. As a result, the output of this module demonstrates the summation of digitized transponder responses after TD-CDMA modulation.
Reader Emulation Circuit
Transponder Emulation Circuit
Channel
In electro-magnetic propagation, it is necessary to consider the effect of channel noise when evaluating a communication scheme and designing an RF circuit. On the assumption that the dominant factor of such an environment is Gaussian white noise, we also implemented into the emulation system a pseudo-Gaussian noise generator as shown in Fig. 9 .
Since the random output of a linear feedback shift register (LFSR) distributes uniformly, it can be regarded as a white-noise generator. By summing the output from multiple LFSRs, the output distribution approaches the Gaussian state (cf. Central Limit Theorem).
Thus, we designed a pseudo Gaussian noise generator by adding eight LFSRs. There is no mutual correlation among them, since feedback taps and the initial seed of each LFSR is unique to each output random sequence. The length of each LFSR is 8 due to matching with the bit length of the transponder output. Generated pseudo noise is digitally added to the signal handed to the receiver.
Results
Channel Collision
We derived the ID error rate (IDER) by emulating transmission via noiseless channels in order to derive the most appropriate parameters of multiplexing communication, satisfying limitations of the transmission time frame described in Sect. 3.3. We used a 16-bit LFSR as the PRSG to generate channel allocation patterns randomly, and its initial random seed was extracted from another bit position of the transponder ID for each re-transmission trial. Figure 10 shows the relationship between the transmission period and the IDER, where the number of TDMA time slots is 512 and 256.
The error rate theoretically derived from the proposed parameters is nearly 10 −9 as calculated in Eq. (3) and shown in Table 1 , though, the emulated error rate is greater than 10 −2 for 512-ch TDMA in the 400-msec time frame. This is because the channel allocation by PRSG using LFSR lacks genuine randomness. This nature of pseudo-randomness is a key factor that is unavoidable when implementing transponders on LSIs. When we set the target error rate to be IDER < 10 −4 , in other words, the rate of incorrectly transmitted IDs should be less than 1 in 10, 000 transponders, the number of re-transmissions is 6 for 512 TDMA channels, which is not suitable for high-speed recognition since the transmission time frame becomes greater than 400 msec. On the other hand, the error rate reduces greater in the case where the number of TDMA channels is 256 and re-transmission provides IDER < 10 −4 . These observations are consistent with the theoretical prediction in Sect. 3.3. The system parameters derived from the emulation are summarized in Table 2 , which is comparable to Table 1 .
In conclusion, emulating channel noise in a multipleaccess environment is an effective approach to assess the communication performance of the system and to derive optimum system parameters that satisfy both time-frame and error-rate limitations.
Noise versus Threshold
In correlation, both positive and negative thresholds play a very important role because they are used in the decision of whether the correlation value surpasses either threshold. Thus, the upper (+) and the lower (−) thresholds should be adjusted so as not to be affected by the variance of the received signal. Figure 11 shows the relationship between the IDER and the signal/noise ratio (SNR), which is a ratio between the maximum output of transponders and that of PRSGs in dB, where threshold values of correlators are taken as a parameter from 1.00 down to 0.50. Since the emulator adds noise in the digital domain, the SNR is given as follows:
where the output digital data from the transponder emulator and that of the noise generator are i 10 i 9 . . . i 0 (i k ∈ {0, 1}) and e 8 e 7 . . . e 0 (e j ∈ {0, 1}), respectively, and the logical shifting adjustment of noise generation is s. Thresholds are normalized in proportion to the ordinary threshold values, with the positive and negative as 16 and −16, respectively. Since we cannot evaluate the noise level of the communication channel in a real system, the thresholds have to be adjusted for the assumed SNR of the channel. For example, if the channel is assumed to have an SNR of about 5 dB, an appropriate correlator threshold would be 0.56. Here, the threshold for a noiseless channel is 1.
From the results shown in Fig. 11 , it is clear that the IDER can be reduced when thresholds are lowered. In addition, we measured the number of CRC errors thus the number of incorrectly transmitted IDs for each threshold and summarized the outcomes in Fig. 12 . The number of incorrect ID reaches its highest peak around 800. The number includes not only incorrectly transmitted data in transponderreader communication but also incorrectly despread ID in correlators; therefore, the gross number of transmitted IDs from the reader to the PC is much greater than the total number of transponders-1, 024. Then it decreases as the SNR deteriorates in the case of a threshold of greater than 0.63. The reason for this reduction is because in the noisy channel, if the variance of the received signal becomes large, and the result of correlation fluctuates around across the threshold, then the information will be discarded before CRC error detection. The figure also shows that the working memory space required for erroneous IDs should be more than 800 × 144 bits. Thus, the communication scheme that indicates robustness against channel noise where the channel SNR is greater than 5 dB is realizable with 300-kbit of memory. Here, hardware-site estimation is another contribution provided by the emulation.
Conclusion
This paper presented an RFID communication scheme as a combination of TD-CDMA, CRC error-detecting, and repetition of transmission for error recovery. Through a theoretical analysis we demonstrated that the collision probability due to a random selection of CDMA codes and TDMA channels bounded the number of IDs successfully transmitted to a reader during a limited time frame. However, the retransmission greatly reduced the collision probability, and an ID error rate of 2.2 × 10 −9 could be achieved when 1, 000 ID tags were responding within a time frame of 400 msec in ideal communication channels.
The proposed collision-resistive communication scheme for a thousand multiplexed channels was modeled on a discrete-time digital expression, and an FPGA-based emulator was built to evaluate the practical ID error rate under the presence of background noise in communication channels. The effectiveness of the re-transmission was confirmed experimentally even in noisy channels, and the ID error rate derived from the emulation was 1.9 × 10 −5 . In addition, the emulation system had also proved that adjusting correlator thresholds was significantly important for transponderreader communication in the presence of background noise.
Finally, the emulation is useful for deriving an optimum set of RFID system parameters where the TD-CDMAbased communication can achieve the required ID error rate in a limited time frame. These parameters can be used in the design of mixed analog and digital integrated circuits for RFID communication.
These investigations have proved the feasibility of the communication scheme for more than 1k simultaneous recognitions of RFID.
